Higher Ed Cyber Roundup:
Disruptions, Data Breaches, Financial Loss

Jul — Dec 2016

Disruptions

No reported stories from the second half of 2016

Data Breaches and Disclosures

A USB drive containing personally identifiable information was stolen from a University of
Vermont employee. An undisclosed number of individuals had their names, aliases, addresses,
social security numbers, dates of birth, driver’s license numbers and more compromised.

University of Vermont, VT / Nov 2016 / Story

A database containing names and social security numbers of the University of Wisconsin-Madison
Law School applicants was hacked. Over 1,200 individuals were affected.

University of Wisconsin-Madison Law School, WI / Nov 2016 / Story

Student’s personal information was accidentally placed on a public section of San Jose
Evergreen Community College District’s website. An undisclosed number of students were affected.

San Jose Evergreen Community College District, CA / Nov 2016 / Story

A Michigan State University database was compromised. The database contained over 400,000
records, including names, social security numbers, and school identification numbers.

Michigan State University, Ml / Nov 2016 / Story

Around 50 UNC Charlotte employees disclosed their direct deposit information to a phishing
scam.

Charlotte, NC / Jul 2016 / Story

Financial Loss

No reported stories from the second half of 2016


http://ago.vermont.gov/assets/files/Consumer/Security_Breach/University%20of%20Vermont%20SBN%20to%20Consumers%2012-5.pdf
http://www.jsonline.com/story/news/education/2016/12/06/uw-law-school-data-breach-disclosed/95050542/
https://oag.ca.gov/system/files/San%20Jose%20Evergreen%20Community%20College%20District%20Security%20Incident%20Notification%20Letter_0.PDF?
http://msutoday.msu.edu/news/2016/msu-data-breach-exposed-records/
http://www.wsoctv.com/news/local/potential-email-scam-at-uncc-affecting-direct-deposit-info/413523311
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